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Abstract | &

High-rise buildings are incredibly complicated structures. Many contain mixed-use programs
and/or are located in multi-building complexes. They include large spaces; intricate fire detection,
alarm and control functions; and difficult firefighting response and communication logistics.

This can result in large amounts and types of data being transmitted and processed during an
emergency event. Use of the building network is also an integral part of the technology-driven
data exchange to efficiently provide ongoing management and operations of the building
systems. In this paper, thoughts on how smart “Big Data” can be used via the Internet-of-Things
(IoT) to facilitate the application of intelligent building information for fire safety operations and

management will be discussed.

Keywords: Building Information Management (BIM), Emergency Management, Fire
Safety, Internet-of-Things (loT), Life Safety, Smart Buildings
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Introduction

In his book Big Data, Bernard Marr presents
the concept of using data to make

better business decisions and improve
performance through data analytics and
metrics. For modern building operations and
management, building performance data

is collected, analyzed, and acted upon for

a broad range of building functions. At the
city level, data is also collected, analyzed,

an acted upon for such functions as traffic
and video surveillance. The same concept of
using multiple integrated large data sources
intelligently can be applied to improve the
emergency response and operations of any
building, especially a high-rise. The integration
of intelligent application of building and city
data allows for a more efficient utilization of
resources to address emergency situations
and to improve the safety of building
occupants and firefighting personnel.

In fire safety and emergency management
operations, data is the driver that can help
improve response times, facilitate the
evacuation of occupants, and provide timely
communication with first responders. In most
emergency situations, the availability of more
data can result in quicker response times,

less of an impact on building operations, and
improved occupant safety. The use of data
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Figure 1.”Big Data” (Source: copyright)
E1. KEHE RIR: copyright)

in these situations is based on what types

of information is available and how it might
aid response capabilities. Understanding

and incorporating information from multiple
sources will help in the effective management
of fire and other emergency situations.

What is “Big Data” in the Built
Environment?

In the built environment, “big data” for
building management encompasses a large
amount of information of different types
being stored, transmitted, and processed in
individual buildings and urban environments
during both normal and emergency
situations. In modern buildings, numerous
building networks are integrated into a
building automation system (BAS) that allows
buildings to monitor systems in a streamlined
manner. There is a common network where
data is shared from smart devices operating
on the same platform. In most of these
modern facilities, a BAS has the ability to
control building conditions and systems to
improve occupant conditions and generate
cost savings. The integration of other systems
may be interfaced to a BAS through hard-
wired device connections. This integration
allows building managers to have a more
comprehensive capability to manage building
systems and operations (Figure 1).

The concept of how to process and use
building data is changing: devices are
becoming smarter, now with the ability

to sense and transmit additional events;
software is being written to process, analyze,
and display this information from devices;
and most important, the transmission media
is changing from wired devices to wireless
devices that operate over cloud-based control
as part of the Internet of Things (loT). This
innovation is causing a dramatic effect on the
ability to manage large amounts of data and
to obtain real-time information for making
better decisions in emergency situations.

Figure 2. Multiple stakeholders (Source: copyright)
B2 ZyAlmEd RE: copyright)

The loT collects the data from objects and
processes needed to be monitored, linked,
and interfaced in real-time. The aim is to
connect object with object, object with
human, and object with the internet, for easy
identification, management and control. It is
a mix of hardware, software, data, and service,
and it is becoming the platform for future
“smart buildings!”

Stakeholders and User Groups

The traditional stakeholders in the safe design
and operation of a building include architects,
engineers, occupants, owners, insurers,
operating management, and government
authorities with jurisdiction. With these smart
systems, a key new stakeholder is the IT
network manager. With all of the stakeholders
involved, early team communications are
important in order to help assure all interests
are being addressed. The data from different
building systems, in many cases, impacts the
operation of other systems (Figure 2).

The ability to have all parties agree on how
the security of building networks can be
cyber protected is paramount in creating
the desired result. Interfacing the building
systems with the network is the challenge.
The equipment designers and vendors

are concerned with someone hacking

into the installed systems to prevent them
from operating properly or activating at
the wrong time, while the IT manager is
concerned with other systems interfacing
with a network that can be hacked and
granted access to private personnel and
company confidential information.

The actual communication and use of big
data is key in fire operations and emergency
management. Data provided by various
systems installed in the building requires a
sound approach to how it can be gathered
and how it can be utilized before, during,
and after a fire or other emergency situation.
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User groups, including security, building
management, and authorities with jurisdiction
need to identify what data will be available

to them and how the information will be
presented. User groups need to have the
ability to effectively understand the data and
be able to utilize it quickly and easily during
any situation.

Emergency Operations and Management

Effective emergency management planning
includes pre-determined response strategies
that are designed specifically for the
building and its operations. The planning
process must address management,
communications, response, and recovery
protocols to identify, communicate, and
contain an emergency quickly to limit the
potential impact on the building and its
occupants. Emergency management plans
are designed with pre-determined protocols
that coordinate response efforts to expected
emergency situations the building and/or
occupants may face. Effective emergency
management plans are developed to allow
for fluidity of response based on the specific
nature of the emergency and potential
impacts on the building and occupants.
This includes team member responsibilities,
evacuation determination, and coordination
with the first responders. They could be for
such events as fire, hazardous materials,
weather, power loss, or terrorist threat.
Planning for these type of events is necessary
at the beginning of the program.

The value of building data is the ability it
provides to collect, process and organize

information for real-time communication and
visualization to the viewer in a situation where
the building environment may be changing
very rapidly, making a quick understanding
and response to the emergency critical.

It enables the data to be understood and
allows for informed decisions to be made

on any actions that might need to be taken.
Building information and system data is one
of many critical components to emergency
response operations and can assist the
building management team in identifying
what is occurring, where the emergency is
located, and other key information that can
aid response efforts. In the planning process,
building management should review what
information can be gathered from systems
and other data sources and who will receive
the information. Once the information is
received, the data needs to be understood
by the user and then direct them to a specific
communication and response protocol
(Figure 3).

The foundation for achieving the desired
results is an interactive process between
recognizing the desired data for processing
by the system software and the availability
of sensor technology to provide it. New
technologies and software platforms,
including mobile apps and web-based
response platforms, are being developed
to provide building management with the
ability to have situational awareness in their
building while also creating a platform

for them to effectively communicate
information and response directions to
responders, tenants, residents, and visitors
in their building or on their property. New
technology, including mobile apps and
web-based response platforms, is being

Figure 3. Collect, process, analyze, and visualize for solutions (Source: copyright)
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Figure 4. Managing people movement (Source: copyright)

B4, SEREARIGES) (BR: copyright)

designed to take the information received
by command centers and distribute it in
real-time to coordinate communication,
notification, and direction, based on the
significance of the data being received and
processed by users in a centralized command
location. These technologies, driven by data
from systems and operations, are providing
building management with another tool

to allow them to better coordinate fire and
emergency operations.

There are many applications for building data
in fire safety and other emergency systems.
Data could be collected from numerous
systems installed in a building, including fire
alarm, building automation, access control,
video surveillance, and other emergency
system technologies, such as sensors installed
to monitor buildings for seismic activity. The
amount of raw data collected from these
systems requires an operator with experience
to analyze it and understand its meaning

for the specific building and the status of

its systems. The data collected from the

fire safety and other sensors could include
the fire or emergency location, severity of
the blaze, other hazards in the area, and its
potential impact on the building operations
and occupants. The data collected could be
used by building management to coordinate
evacuation instructions and/or be processed
to predict fire development and growth in
order to anticipate the viability of future exit
routes (Figure 4).

The use of building data to coordinate
emergency response efforts with the
occupants of a building is one of the key
components of emergency response
planning. For example, accurate information
needs to be provided to building occupants
in a format that allows them to easily
understand the information and what their
responsibilities are, based on the type of
emergency. Data provided to building
occupants could include evacuation

Figure 5. Real-time Information (Source: copyright)
B5 SERHMEE (SRR copyright)

directions, response actions, or other
information they may need to remain safe
during a fire or other emergency situation.

Advances in electronic equipment technology
include video fire detection technology

to the point where cameras installed for
security purposes can also see a fire event

at the building command center and use

the visuals to make informed decisions on
how to respond. The video can also be sent
to fire service responders in real-time during
their travel to the building. The ability to
determine the room of the fire and to see the
nature of the fire together can help both the
building and responders more efficiently and
successfully address the situation.

Due to the rapid changes in personal
technologies, occupants in buildings are able
to receive data related to an emergency in
various forms including mobile phones, digital
displays, workstations, televisions, tablets,
and over voice communication systems.

This change in how occupants can receive
data provides building management with
better ways to disseminate key information
to occupants based on their location, the
potential impact on their safety, and the
overall response strategy for the building
(Figure 5).

Buildings are currently embracing new
technologies including dynamic wayfinding,
smart signage, and others tools that allows
them to provide information to occupants
on their location, exit paths, and other key
data, based on specific locations in the
building. These new technologies provide
building management with the ability

to transfer critical building and response
information to occupants in a manner that is
easily understood by them, notifying them of
where they are located, where to go based
on that location, and what to do during a fire
or other emergency.
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Integration of a smart building access control
system in non-public spaces that records the
name and location of all people entering and
then records their egress can be useful. It can
provide the data via GPS on mobile phones
and/or security badges/cards technology that
can be used in controlling and helping to
assure that all occupants have been removed
from the hazardous situation. It can identify
the location of those that have followed the
desired movement based on the instructions
provided. Tracking individual people
movement will generate significant amounts
of data to be processed. It can also identify
the location of occupants needing rescue due
to both the current and anticipated statuses
of an emergency.

In fire and non-fire emergency situations,

the key initial steps include the identify of

the emergency situation, an assessment

of its severity, and a determination of the
initial response steps to be taken. Once the
first responders arrive, information gathered
during the initial stages of the emergency
and current building conditions is critical in
the transfer of command to first responders.
Data related to the building structure, systems
and operations can now be coordinated

with first responders prior to their arrival

at the building. This pre-incident planning
process allows first responders to obtain

key information prior to their arrival to the
building and helps them the understand the
building layout, access points, staging areas,
system and structural information and key
operational points of contacts for the building.
The data being provided to first responders
aids in their ability to coordinate effective
response protocols, identify potential issues
or concerns based on the building structure
or operations, and identify the center location
and system monitoring locations, as well as
any backup required.

In managing building operations, condition
monitoring of devices can allow for preventive
failures. By analyzing changing conditions on
devices before failure, a pattern of predicting
when a failure could occur. This can be a
significant benefit of collecting, analyzing, and

Figure 6. Condition monitoring (Source: copyright)
6. RN (RJF: copyright)

using large amounts of data over a period of
time to define the failure pattern.

A value provided by having a BIM model

for the building can be applied to ongoing
maintenance and periodic testing of the
building fire safety systems so they are
assured to operate properly in emergency
situations. The information can be used to
provide alerts and real time risk warning when
the sensors indicate an out-of-normal reading
or event. Management of the required test
and maintenance programs also can be
processed from smart sensor data. This will
provide a record of sensor performance over
a period of time and anticipate preventative
maintenance or replacement (Figure 6).

Through the use of building data for fire

and other emergency responses, the pivotal
aspect that needs to be addressed in training
and drills is to educate and test building
management, security and related parties’
abilities to understand provided data, the
meaning of the data, and how to use the
information before, during, and after a fire or
other emergency situation. The training

and drills should be conducted with the
systems, staff, and first responders of a
building to allow them to understand how
the data is being presented and identify
critical data points that require specific
response strategies.

Global High-Rise Fire Safety Management
Situation Analysis

High-rise buildings around the world have

a single critical factor in common: they are
incredibly complex structures. Architects look
for ways to design and create unique spaces
for building occupants. This approach includes
increases in height, occupant experiences,
and overall design esthetics. High-rise
buildings include larger spaces; complicated
fire detection, alarm and control functions;
and challenging firefighting response and
communications logistics. This can result in
large amounts and types of building data
being transmitted and processed in an
emergency. Smart systems are an important
vehicle in displaying the information needed
for the occupants and first responders to
make informed and effective decisions.

Due to the fact that high-rise buildings

may be designed as mixed-use facilities

and include various occupancy types

and occupants, these buildings create
unique challenges related to fire safety and
emergency response. The type of emergency
response for each of these occupancies is
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Figure 7. Wayfinding (Source: copyright)
E7. BBEFH KR copyright)

different. The evacuation of occupants would
vary depending on the mix of occupants and
the type of event. Strategies could include full
building evacuation, selective occupancy or
floor-level evacuation, refuge floors, defend-
in-place tactics, or combinations of these
(Figure 7).

Unique challenges to a building-safe
operation require building management to
use provided data and pre-defined protocols
to effectively coordinate responses based

on the nature, location, and severity of the
situation. Without proper data, building
management would face a daunting
challenge on how to coordinate response
strategies for multiple occupancy types,
ranging from residential to commercial to the
general public.

High-rise buildings are also prone to being
affected by external situations, including
weather, acts of terrorism, or other situations
that affect multiple high-rise buildings in
the same complex and at the same time. Big
data related to these types of situations may
be received from outside sources as well as
internal building systems. In these situations,
the data received from external sources needs
to be incorporated into overall fire safety
and emergency response protocols to aid in
response to the scenario.

High-rise buildings are pushing the limits on
design and system capabilities. As buildings
become more complex, so does the amount
of data that can be provided. Due to this
added complexity, data sources need to be
clearly identified, coordinated, and integrated

into building operational, fire safety, and
emergency response protocols.

Challenges

There are a variety of challenges to achieving
the level of data integration and use of data
in creative and efficient ways. Not the least

of the challenges is the size and quality of
the data that is collected and used. Is there a
BIM model and does it include all additions
or alterations to the building? Are changes

in room functions or occupancy reflected
accurately in the current database? How does
the database interface with the occupant and
fire responders systems? Obvioiusy, the lack
of a current database is an important factor
and, depending on the importance of this, the
value of the responses may be in question.

Another challenge is the current building
regulations in most jurisdictions that prescribe
exactly how exit signage should be designed,
making dynamic wayfinding more difficult

to be realized as an alternate or current
regulations regulations limiting the way
emergency messages are communicated.

In many locations, the ability of both building
management and the public fire service

to integrate and manage more complex
building data may be limited by available
technology and the understanding of the new
technology. Other limittions might include
issues such as the reliability of the information
coming in from personal devices, such as

cell phones.
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Conclusion

Building data and information is providing
building management with the ability to
have a clearer picture of what is happening
in their building at any moment in time.
This information also provides building
management with effective ways to identify
issues related to a fire, emergency, or system
interruption. This enhanced capability

in identifing potential issues inside a
building provides for the ability to quickly
push information to specific groups of
individuals based on their needs and roles
in the building: data related to the building
systems and emergency situations could be
directed towards the building management
and operational staff responsible for the
coordination of response efforts and
engineering; data related to emergency
management could be refined and directed
to occupants to provide them information
on the situation and their response; and data
related to the building structure and system
status could be routed to first responders to
aid in their preparations for responding to the
building and the event.

Regardless of the amount of information
available, the key driver for big data in fire and
emergency events is the proper identification,
review, and transmition of information in

a format that is easy to understand and
provides clear direction on what the various
recipients should do with the data (Figure 1).

As buildings look to incorporate big data

into fire safety and emergency operations,
building management needs to create a clear
strategy on what data is available, where the
information is being received, who is receiving
the information, and what should be done
with it. Strategies need to be developed

to identify potential data sources and
incorporate the data into response protocols
and fire safety and emergency plans that will
aid in the creation of a safe building for

all occupants.

Big data for intelligent life safety and
emergency management will be a critical

part of the future for complex buildings,
particularly high-rise structures. Integration of
the building systems will provide for improved
fire safety solutions, and the Internet of Things
will be the catalyst to making this happen.
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